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Released
End of Support
End of Technical Guidance

Architecture

Physical CPUs per host
Physical RAM per host
vCPU per VM

VMEM per VM

»\V/Mware XM=& H4HF

A7)
vSphere 7.0
April 2020
April 2025
April 2027

x86

768
16 TB
128

6 TB

7| vSphere 7.0 vs. vSphere 8.0 |
= End of General Support for vSphere 6.5.x and vSphere 6.7.x is on October 15, 2022 (89305)

vSphere 8.0
October 2022
October 2027
October 2029

x86
ARM

896
16 TB
768
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Rimini Street - https://knowledge.broadcom.com/external/article?legacyld=97805 ¥
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VMware Release News

* On April 15, 2024, Broadcom announced via

blog post that all customers, including those
with expired support contracts, will have
access 1o all patches tor Critical Severity
Security Alerts for supported versions of
VMware vSphere. Supported versions of
vSphere are versions 7.x and 8.x. Broadcom
defines a zero—day security patch as a patch
or workaround
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https://www.broadcom.com/blog/a-changing-market-landscape-requires-constant-evolution-our-mission-for-vmware-customers
https://www.broadcom.com/blog/a-changing-market-landscape-requires-constant-evolution-our-mission-for-vmware-customers

2|0|L|AEZ|E g|AF A0

Rimini Street
Engineered for Support




O OlH}
= L
O 2|0|LAEZ|EE 2005 7|Z HIE Q| AEZ2H0|X ATEY RX|EHy RS S

U7 |H LI 3._4 =228 1770 7|=Xd HHE £ JASLICH 20163 88 ¢
MJ“EICH orEd A 3E830| A4S SlALIL.

2AFOA

1 LIS

7 e

II =|AF27H

OII

AotIXL O|=0f| A A=A, 3K FX|E 2
XIAZt RO, 20179 10 Nasdag(RMNID|

224 x| Y oY

R 4

A8 W\ o 2005
=
-] & Nasdag: RMNI
= 2 ¥ HQ Las Vegas, Nevada USA MIE} —2—001
1 M 2= 3100+ (Over 190, Fortune Global 100 and Fortune 500)
I & 5 2,000+ (71&2]: 1,200+, #2|Z]: 800E+)
WHOL=ELE 49/5.0
Al &2 Al Auckland, Beijing, Bengaluru, Chicago, Frankfurt, Dubai, Hong Kong, Rimini Street®_11-___

Hyderabad, Las Vegas, London, Melbourne, Mexico City, New York, Osaka, Paris,
San Francisco(Silicon Valley), Sao Paulo, Seoul, Singapore, Stockholm,
Sydney, Taipei, Tel Aviv and Tokyo

X0 ARl LI (3Kt SXIES MH|A)

2 LI ES
ATE0] K|
=S N RV N SN LR

L 4

# Hyperion o EDWARDS ;Eb SQL Server PeopleSoft - @ A_I H I A OH X'"
ORACLE ORACLE ORACLE ORACLE ORACLE vm :
AGILE | | ATG WEB COMMERCE DATABASE | | E-BUSINESS SUITE | | FUSION MIDDLEWARE :yNBrEdrc'g . mongo DB.
. , 22 NUCLEUS
w ﬂinessObiecis ETTHANA 5T SYBASE SIEBEL. ,4 MariaDB " RESEARCH

Rimini Street

Property of Rimini Street ©2021 | Proprietary and Confidential



II =|AF27H

S{XY 3,100+71
71 X[ &

Fortune 500 3!
Global 100 7| &
% 19004 7}
71 K&

St= 100CH
7| 227 A}
Lok =LY
160047 7| &
X| &l

Priority 1 (P1)
HO|A 10&
CH-& sLA
o 159 o] 4
A £3
AIX[L{ O] 7}
SEREE

Rimini Street

20234 P1, P2

Al

Of = 2| # 0|3
HAE Sol

K& AlZE S
A& =2

SRRl

tot

20234 E A0
446,065 0| O]
E X& M=

p1 7| 0|2 Of
2A|ZtOLC}
2001 E M-S
SLA

31,076 7| 0| &

X2l &2 (202

3H,99.95%, 31,
092)

330,000+ 712
M=, A,
H GHoIE

Ml

Hu

]

=

—

4
- \d

r
ol
m

>_==
% 0
Ll m[o

0z
10
Ral
rHo

IS ofm
rot

o

Property of Rimini Street ©2021 | Proprietary and Confidential




JIEXd MH|A 1d

Rimini Street
Engineered for Support




01 VMware®£ Rimini Solutions™

=it

Rimini Support

+ QTH0|S 20| It

| Wy W
o] HI2 A O]
X|gS w2 4 Qs

E SEHS MSol=

HEH X Mu|A

Rimini Street

(A

)
Rimini Protect

71 ATEY 0 2F0
==, A O EX0| 12
155 HIE 5 E2XQ
HO MH|A

e

Rimini Consult’

Z|Hef, BTAI7|L
HZLA =2 24

S 2fo| Ml A X2 H| F

vSphere

ESX, ESXi
vCenter
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https://www.riministreet.com/solutions/support-services/security
https://www.riministreet.com/solutions/support-services/professional-services/
https://www.riministreet.com/solutions/support-services/software-support/
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= Support Program Comparison l;'trrr::tl VMware

Rl mini SU pport Support Repository and documentation fixes v
Services configuration support v
1=K AMH|A Installation and upgrade support v
Named, regional Primary Support Englneer from a v
I L§ 742410| T17H X Ct
v C;__'EL 15 'j o j"‘l A '—-I = 0'1|le|01 team that averages 15 years of experience
v 31 X Client Success Manager v
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v 102 HZF S5 SLA2L 2A17H 7| Yh|I0|1E Enhanced support with no required upgrades v
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Lo Support of current VMware release for the life of your Rimini v
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VMware Local Privilege Escalation Vulnerability (POC) (CVE-2024-37081)
VMware Vulnerabilities Rimini Street has found that a proof of concept / exploit code is available online for the recently
R'm“‘" Street patched Local Privilege Escalation vulnerability in vCenter Server (CVE-2024-37081), a centralized
s, n 1 management utility for VMware that is used to manage virtual machines and multiple ESXi hosts.
Engineered for SUPRGOIT Vulnerability ID | Affected Product | Affected Components | Affected Versions | Severity lity £ h d I mach d multipl h
=ngineered for suppo On June 17, VMware released a critical security advisory (VMSA-2024-0012) to patch three
vulnerabilities in vCenter Server, including CVE-2024-37081. All the three vulnerabilities are memory
CVE-2024-37079 | vCenter Server DCERPC vCenter Server 7.0 | 9.8 management and corruption issues, which can be used against vCenter Server services, potentially
and 8.0 EPSS Scor allowing Remote Code Execution (RCE) and Privilege Escalation.
Vulnerability Details
vCenter Server
loud dati 0.04%* CVE-2024-37081, rated as High severity with a CVSS score of 7.8, arises from a misconfiguration of sudo
Cloud Foundation in vCenter Server, which permits an authenticated local user to exploit the issue to elevate their
5Xand 4.X *denotes || privileges to root on the vCenter Server Appliance.
Security \u"ulnerability Analvsis REPOF‘I prohabilit Sudo allows a system adrfw'nistrato.r to delegate authority and give certain users the ability to run
loitati commands as root, essentially offering them full control.
oz 2020 exploitati
T Proof of Concept (POC)
activity in
next 30 d4 A proof of concept / exploit code for the vulnerability is published to the GitHub here. Another POC is
9| available in Spanish here.
The availability of POC / exploit code on its own does not always increase the probability or speed of

Weakness/Vulnerability Type: Heap Overflow exploitation. [ For vcenter 8:
those that do| 4

vCenter Server contains a heap-overflow vulnerability in the implementation of the DCERPC prot s of this pu
A malicious actor with network access to vCenter Server may trigger this vulnerability by send| | wild. The gpd

suly 29, 2020 specially crafted network packet potentially leading to remote code execution. exploited inth
Affected Prod 4. :
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A proof of concept (POC) / exploit code for the vulnerability is not publicly available. ks P
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