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Made Easy in extending its 111 providing complete end to
leadership in Digital Trust dl |Cert end security management
with Enterprize-Grade DNS Made Easy of loT devices

managed DNS services

1995 2005 2010 2015 2017 2019 2021

DigiCert launches industry

VeriSign becomes the DigiCert becomes Symantec acquires DigiCert launches DigiCert acquires DigiCert acquires
first Certificate Authority founding member of Verisign Authentication & scalable IoT platform Symantec's Website QuoVadis, the leading changing TLS automation
the CA/Browser Forum rebrands the iconic trust Security business and Qualified Trust Service manager
seal reissues all certificates Provider (QTSP) in the EU
on DigiCert’s trusted and Switzerland
. . D roots {@}
¥ Norton y— :
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digicert

1997 2003 2007 2013 2016 2018 2020

VeriSign becomes first DigiCert founded based on DigiCert partners with DigiCert builds the first DigiCert acquires Verizon DigiCert'’s trusted roots DigiCert announces
international CA the question, "Isn’t there a Microsoft to develop first CT log accepted by SSL/TLS business become encryption DigiCert ONE. The DigiCert
better way?” Multi-Domain certificate Google foundation for enterprises ONE platform is a holistic
worldwide approach to PKI

management
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- DigiCert® Trust Lifecycle Manager wins the Next Gen JW.D
Certificate Lifecycle Management Category Award in the SECURED GeoTrus’5
powered by digicert SECURED
12th annual Global InfoSec Awards 2024 soivered by REET
. “Fortune 500”2] 88%2} Top 100 banks2| 93%7} M3% .EEC'SSED
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Trust Lifecycle Software Trust Device Trust Document UltraDNS
Manager Manager Manager Trust Manager
+ Certificate lifecycle mgmt. » Code signing » Tamperproof device Id. + Digital signatures & seals * Authoritative DNS
» Cryptographic inventory » Secure key mgmt. » Device lifecycle mgmt. * EU Qualified, Adobe trusted + Traffic optimization
» Ownership & notifications + SBOM management » Over the air updates * Timestamping services » DDosS protection
» Delegation & workflows » Malware/vuln. scanning » Developer SDK + Content provenance » API security / WAF

Policy and Governance

Integrations and Automation

DigiCert CertCentral DigiCert Private CA Other Certificate Authorities
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2016 2019 2023
825 Days Proposed 398 Days Proposed 90 Days Proposed
o o
2018 2020 2025
825 Days Enforced 398 Days Enforced 90 Days Enforced?
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Code Signing & Keylocker



CODE SIGNING 0]zt

Definition

Importance

How it works

A security technology that allows software developers to prove the origin and
integrity of their code through a digital signature.

Enhance Security: Protects users and systems from malicious code or malware.
Building Trust: Provides software reliability to users, encouraging installation and use
Compliance: Essential for meeting various industry standards and regulatory requirements

Signing Process:
» The developer applies a digital signature to the code using a private key.
» The user verifies the validity of the signature using the public key.

Integrity Verification: Ensures that the code has not been modified during
transmission or distribution

Copyright © 2024, Oracle and/or its affiliates
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Cloud-based key protection
for OV and EV code signing certificates

*Providing a Secure Key Repository: Stores sensitive
cryptographic keys in a secure environment to prevent
unauthorized access and leaks.

Managing Key Lifecycle: Efficiently manages the entire
lifecycle of keys, from creation, distribution, and rotation to
disposal.

*Access Control and Permission Management: Precisely
controls access rights for users and applications to the keys.
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Companies
affected by
supply chain
Increase in attacks
material
breaches

USD $9.4m
USD $14m
L7}

Cost per data breach

Cost of failed audit /
compliance

of consumers say
they have switched
vendors because of
loss of trust
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Malware is being embedded in the
SDLC in novel & hidden ways

« Compromise of build platforms

» Exploitation of poor code signing
hygiene

« Hidden in 3 party open-source
and commercial software

« Exploitation of insecure software
engineering practices

Copyright © 2024, Oracle and/or its affiliates

MalwarebytesiABs Persona | Business Pricing Partners
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Hackers compromise 3CX desktop app in a supply chain att: Ransomware attGCk on Msl Ied to
mopy ..... .compromised Intel Boot Guard
private keys

3CX  The Hacker News

Malware Attack on CircleCl Engineer's Laptop Leads

to Recent Security Incident
1 Jan 14,2023 & Ravie Lakshmanan

A digitally signed and trojanized version of the 3CX Voice Over Internet Protocol (VOIP) deskto;
reportedly being used to target the company’s customers in an ongoing supply chain attack.

3CX is a VoIP IPBX software development company whose 3CX Phone System is used by more t
600,000 companies worldwide and has over 12 million daily users.

-

O circleci

DevOps platform CircleCl on Friday disclosed that unidentified threat actors compromised an
employee's laptop and leveraged malware to steal their two-factor authentication-backed credentials
to breach the company's systems and data last month.



e 34 FHZ2 71Xl SDLC

Attacks Can, and Do, Happen Anywhere During This Process

. Compromised Unauthorized
Compromised Source Code Builds Changes to Binary

» Unauthorized Changes To Source

&

Developers

Exposed
Secrets

A

34 PARTY What is Really
CODE . Hidden Malware Being Delivered:

« Unknown Vulnerabilities
« Compromised Dependencies

» »
L »

Customers

A
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digicert ONE
. o

Trust Lifecycle Software Trust Device Trust Document UltraDNS
Manager Manager Manager Trust Manager
+ Certificate lifecycle mgmt. » Code signing » Tamperproof device Id. + Digital signatures & seals * Authoritative DNS
» Cryptographic inventory » Secure key mgmt. » Device lifecycle mgmt. * EU Qualified, Adobe trusted + Traffic optimization
» Ownership & notifications + SBOM management » Over the air updates * Timestamping services » DDosS protection
» Delegation & workflows » Malware/vuln. scanning » Developer SDK + Content provenance » API security / WAF

Policy and Governance

Integrations and Automation

DigiCert CertCentral DigiCert Private CA Other Certificate Authorities




SOFTWARE TRUST MANAGER

Secured storage for code

Software Trust Manager is a signing keys

digital trust solution that protects @ : :

the integrity of software-based Releand [ leeien.
approach to code signing

products across the software DIGITAL —

supply chain through the TRUST FOR

L Deep threat and

Combma.t!on of thrfeat and SOFTWARE vulnerability analysis

vulnerability detection, secure code SUPPLY

signing, and SBOM generation. Software bill of materials

CHAIN
INTEGRITY for compliance

and risk report generation

© 2024 DigiCert. All rights reserved.
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Threat detection, code signing & SBOM in a unified security workflow

Threat Detection Secure Code Signing SBOM
. 25B+ threat database « Secured private keys * Deep binary
. _ decomposition
« Complete binary scanning » Role-based access control 319 party & open source
« Low impactto Cl/CD * Enterprise-wide visibility

and signing policy « Regulatory compliance

Copyright © 2024, Oracle and/or its affiliates
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“By 2026, at least 60%

of organizations
Executive Order on Improving the

Nation’s Cybersecurity procuring mission-critical

EflT » BRIEFING ROOM » PRESIDENTIAL ACTIONS

software solutions will
By the authority vested in me as President by the Constitution and the laws of
the United States of America, it is he;eby ordered as f;]lows: ‘ m a n d at e S B O M

disclosures in their

Requirement for Software Bill e :
of Materials (SBOM) in et scomed oo i license and support

ns learned. But

Executive Order 14028 agreements, up from less

e continuously changing threat environment,

securely, and partner with the

e. In the end, the trust than 50/0 in 2022."

we place in our digital infr tional to how

trustworthy

we will incur if that trust is misplaced. _ Gaftﬂ er




SOFTWARE BUILD OF MATERIALS

Whats an SBOM?

A Software Bill of Materials (SBOM) is a formal
record containing the details and supply chain
relationships of various components used in
building software. These components, including
libraries and modules, can be open source or
proprietary, free or paid, and the data can be
widely available or access-restricted.

Machine readable with popular formats
CycloneDX and SPDX

Sited in many regulations

Required by FDA and will be required by PCI-DSS
Focus is on generation

No real focus on benefits and operational use

Copyright © 2024, Oracle and/or its affiliates
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SOFTWARE TRUST MANAGER THREAT DETECTION

Software Supply Chain Integrity

Threat and vulnerability detection and reporting: [sr] soFTwARE TRUST CRIREEEREERE ot
Dashboard Scan-1

. . . p Keypairs
. Detect malware in large and complex binaries .

§) canste . e s
- See deeper into software dependencies S roesss
- Prevent threats from reaching production st detection .
v Scan summary -
CE Account
- Find exposed secrets before release . CI/CD status Deployment isks On this page
Logs 90 deployment risks found
CI/CD status indicates that one or more detected | Scan summary
. Track improvements with each build ) Resouces s e e s R P
- Take a policy driven approach to releasing f
software with confidence swou Common herabiie and gosues
Components Critical severity High severity Medium severity Low severity
- Comply with emerging regulatory standards with digicert ONE JEPES 4 2 1 1

SBOM and risk assessment reports

Copyright © 2024, Oracle and/or its affiliates
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SOFTWARE BUILD OF MATERIALS

"&schema": "http://cyclonedx.org/schemasbom-1.4.schema.json”,
"bomFormat™: "CycloneDX",
"specVersion”: "1.4",
"yersion": 1,
"serialMumber": "wrn:uuid:&9blelie-eddc-4323-32cd-Tb7917ESCTIL",
"metadata”: {
"timestamp”: "20823-83-30T16:40:00.883Z",
"component”: {
"type": "application”,
"name": "https://github.com/CortezFrazierlr/my_recipe_book.git",
"version™: "418bed3e334f2clb2d4dedTIed69837dc2FafEBe",
"pom-ref”: "custom+32@898/github.com/CortezFrazierdr/my_recipe book$418bed3e334F2clb2ddded7
"description™: "Project uploaded via Provided Builds from fossa-cli”,
"licenses": [
"license™: {
"id": "IsC",
"text": {
"contemt™: "SVNDIExpY2Wuc2UKQ29weXIpZ2h@IChiKSayMDASLT IuMTARYnkeSWSBZNIuZNQgU31zdG

"contentType™: "text/plain”,
"encoding™: "basesd”
¥
h
T
]
g
"authors™: [
{
"name": "FO554, Inc.”,
"email”: "support@fossa.com”
H

e

a

"type": "library",
"name”: “@codemirror/search”,
"yersion”: "6.5.2",
"pom-ref”: "pkg:npm/%48codemirror/search@s.5.2",
"author®: "mail@adrianheine.de, marijnghaverbeke.berlin”,
"description”: "Search functionality for the CodeMirror code editor®,
"licenses": [
"license™: {
"id": "MIT",
"text": {
"rontent™: “TUIUIExpY2Vuc2UKCkNvcH1yakWdodCAoQykeMiAxDCayMDIxIGISIEIncmlgbiBIYXZ1cml la:
"contentType"”: "text/plain”,
"encoding™: "basesd"
¥
h
¥
1,
"copyright”: "2@18-2@21 by Mariin Haverbeke <marijn@haverbeke.berlin: and others"”,
"purl”: "pkg:npm/E48codemirror/search@s.s. 2"

"type": "library",

"name”: “@codemirror/state”,

"yersion”: "6.2.1",

"pom-ref”: "pkg:npm/%4@codemirror/state@s.2.1",

"author®: "mail@adrianheine.de, marijnghaverbeke.berlin”,

"description”: "Editor state data structures for the CodeMirror code editor”,

"lirenzes™: T




SUCCESS STORY:
LEADING GLOBAL
TECHNOLOGY COMPANY g
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UPTO0 1.3 Q
MILLION .
SIGNINGS 3

CENTRALIZED MANAGEMENT, KEY i
SECURITY AND CONTROLS, 4 ’
AUTOMATED WORKFLOWS .

Copyright © 2024, Oracle and/or its affiliates

%\3 Challenge

Distributed development teams across the globe
High volume of signings such as 100000+ files being signed
10,000 signing events a year.

Solution:

Centralized key and certificate management, secure key generation and
storage

Integration with CertCentral certificate issuance
Fine-grained access controls with separation of duties
Reporting and audit controls, tracking of all signing activities

Results

Improved security of private key
Reduced disruptions from improved business workflows
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Trust Lifecycle Software Trust Device Trust Document UltraDNS
Manager Manager Manager Trust Manager
+ Certificate lifecycle mgmt. » Code signing » Tamperproof device Id. + Digital signatures & seals * Authoritative DNS
» Cryptographic inventory » Secure key mgmt. » Device lifecycle mgmt. * EU Qualified, Adobe trusted + Traffic optimization
» Ownership & notifications + SBOM management » Over the air updates * Timestamping services » DDosS protection
» Delegation & workflows » Malware/vuln. scanning » Developer SDK + Content provenance » API security / WAF

Policy and Governance

Integrations and Automation

DigiCert CertCentral DigiCert Private CA Other Certificate Authorities
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